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1. Introduction of ISMS Document Development Process
1.0 Purpose 
The purpose is to establish and maintain of <<COMPANY>> Information Security Management System (ISMS) 
2.0 Scope 
The document covers guideline to develop Information security controls which cover policies, practices, procedures, organizational structures. These controls are established to ensure that the specific security objectives of the organization are met.
3.0 Process

3.1 Define Corporate Information Security Policy

The objective of the Corporate Information Security Policy is to provide management

direction and support for information security. Therefore, management should set a

clear policy direction and demonstrate support for, and commitment to, information

security across the entire organization.

The policy document should be approved by the senior management, published and communicated, as appropriate, to all employees. It should state management commitment and set out the organization’s approach to managing information security.
3.2 Define Scope of the ISMS

The scope of an ISMS can be defined in terms of the organization as a whole, or parts

of the organization, covering the relevant assets, systems, applications, services, networks and technology.

3.3 Perform Risk Analysis

Risk analysis is to:

· Identify the threats and vulnerabilities of the information and information processing facilities.
· Assess the likelihood of their occurrence and the impact to the business goals.

Information assets should be classified appropriately to reflect the sensitivity, importance and impact to business goals and requirements. The classification of information assets can ensure that the right focus and priority is placed on the more important information assets.

3.4 Develop Risk Management document

Risk management consists of the process of identifying, controlling and minimizing or eliminating security risks that may affect information systems, at an acceptable cost.

Appropriate and justified controls should be identified and selected to reduce the assessed risks to an acceptable level. The organizations must take the following factors into account when selecting controls:

Existing and planned controls;

IT architecture and infrastructure;

IT security architecture and infrastructure;

Business and operational requirements;

Technology and budgetary constraints.

In order to select controls that effectively protect against the assessed risks, the results

of the risk analysis should be considered. The vulnerabilities with associated threats

indicate where additional protection may be needed, and what form it should take.

When the controls are selected, setting up a management forum to ensure that there is

a clear direction and visible management support for security initiatives should

therefore be considered. That forum should promote security within the organization

through appropriate commitment and adequate provision of resources. Roles and

responsibilities should be clearly assigned, communicated and documented.

The forum may be part of an existing management body. Typically, such a forum

undertakes the following:

reviewing and approving information security policy and overall responsibilities;

monitoring significant changes in the exposure of information assets to major

threats;

reviewing and monitoring information security incidents;

approving major initiatives to enhance information security.

3.5 Selection of Controls

Once the risk areas have been identified, controls should be selected and implemented

to ensure risks are reduced to an acceptable level.

One of the key considerations in this selection process is the cost of implementation in

relation to the perceived impacts and losses if a security breach occurs. Non-monetary

factors such as loss of reputation should also be taken into account.

The BS7799 standard describes a number of general controls that can be considered as

good guiding principles for implementing information security. The controls can be

categorised into the following focus areas: -

Security policy

Security organization
Assets classification and control

Personnel security

Physical and environmental security

Communications and operations management

Access control

System development and maintenance

Business continuity management

Compliance

These focus areas are either based on essential legislative requirements or considered

to be common best practice for information security.

3.6 Develop Statement of Applicability

The statement of applicability is an important document stating the reasons for the

selection of the controls for the ISMS. It is recognized that certain controls may not

be available or suitable and there are good reasons for excluding them. These

exclusions must also be documented in the statement of applicability citing the

reasons and how the risk is managed.
4.0 Flow
Information Security Management System Flow
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2. Information Security User Awareness Process 
1.0 Purpose 
This document provides guideline process to implement the Information Security Awareness to <<COMPANY>> users
2.0 Scope 
The document covers Plan and Assess, Execute and Manage, Evaluate and Adjust steps in implementing the Information Security Awareness.
3.0 Process

3.1 Plan and Assess


- Establish an Information Security Awareness program team

This team can be part of the <<COMPANY>> LISF (Local Information Security Forum)


- Assess <<COMPANY>> information security and develop the Information Security Awareness Work plan, Target Group, Communication packages and Communication plan

3.2 Execute and Manage


- Implement the Awareness communication program


- Gather the feedback from the users

3.3 Evaluate and Adjust


- Develop lesson learned


- Adjust and re-launch the Awareness program 
4.0 Flow
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5.0 Form

- Information Security Program Work Plan

- Information Security Awareness Communication Plan
- User Feedback Form
3. Information Classification Policy and Procedure 
1.0 Purpose 
The purpose of the Information Classification policy and labeling standard is to establish and to meet requirements for DaimlerChrysler Thailand Information Classifications which are the basis for all DaimlerChrysler Thailand information security policies. It is necessary to classify information to clearly identify confidential and critical DaimlerChrysler Thailand information and secure it according to its classification. 
2.0 Scope 
DaimlerChrysler Thailand Information Classification policy defines the information asset classifications, references to “Corporate Information Security Policy”. This includes both electronic and non-electronic information. This policy and standard apply to all DaimlerChrysler Thailand employees, affiliates and all other individuals or companies such as external partners or suppliers who have access to, or are responsible for, DaimlerChrysler Thailand information regardless of its form or medium.

Corporate Information Classification policy, information is classified with regard to its confidentiality, availability and integrity. In this document will focus classification information only to its confidentiality, its handling policy and its labeling standard. 

3.0 Policies and Standard

3.1 Information Classification Policy: Information Confidentiality
All information must be classified by the information owner as one of the following classifications: Secret, Confidential, Internal or Public as defined below. 

Secret information is the most confidential DaimlerChrysler information. Distribution of Secret information must be restricted to a very small group of identified people. Unauthorized disclosure would have severe negative impact on DaimlerChrysler, its stockholders, business partners, employees and/or its customers. Unauthorized disclosure may even violate laws or regulations. A very small portion of DaimlerChrysler Information is Secret.

Confidential information is the second highest level of Information Classification. Distribution of Confidential information must be restricted to a small group of people. Unauthorized disclosure would have significant negative impact to DaimlerChrysler, its stockholders, business partners, employees and/or its customers. Unauthorized disclosure may even violate laws or regulations.

Internal information is the most common classification of DaimlerChrysler information. Distribution of Internal information is normally restricted to larger groups of people. Unauthorized disclosure could have limited negative impact to DaimlerChrysler, its stockholders, business partners, employees and/or its customers.

Public information is not confidential and is intended for general use inside and outside of DaimlerChrysler. It must be released by the information owner followed by an authorized function for public release.
3.2 Information Handling Policy: Information Confidentiality 

Secret Information
· When transferring secret information, the restrictions of the information owner must govern the transfer. The information user must enforce these restrictions, e.g. by only forwarding information to authorized recipients, and must adhere to all applicable policies that cover transfer issues. 

At a minimum, the asserted identity of the user must be verified according to applicable policies.

An audit trail must document the authorization and transfer of secret information. The audit trail must be reported to the Information Owner on a regular basis.

· Access to secret information must be kept to a minimum and limited to authorized personnel only. Hardcopies of secret information must be securely stored if not in use. 

· Information classified as secret must not be printed on printers that are openly accessible. Printers must be attended if secret information is being printed.

· Hardcopies of secret documents must not be duplicated using photo-copiers or other technical means. Secret information stored digitally must not be duplicated except as required for back up purposes

· Secret information must never be sent over unencrypted communication paths. Secret documents in particular must never be sent over unencrypted fax-lines.

· Secret documents must be secured with at least three levels of control barriers. See guidelines section 5.4 for an example.

· It is the responsibility of the information user in possession of secret information to ensure that proper disposal occurs. When secret information is no longer required and the retention period for such documents has expired under the provisions set forth in applicable “Data Retention Standard”, the documents must be securely destroyed in a verifiable way.

· All spoken communications involving secret information must be conducted in a way that minimizes the risk of disclosure to unauthorized parties.

Confidential Information
· When transferring confidential information, the restrictions of the information owner must govern the transfer. The information user must enforce these restrictions, e.g. by only forwarding information to authorized recipients, and must adhere to all applicable policies that cover transfer issues. 

At a minimum, the user must verify the identity of the recipient in accordance with applicable policies

· Access to confidential information must be kept to a minimum and limited to authorized personnel only. Hardcopies of confidential information must be securely stored if not in use

· Information classified as confidential must not be printed on printers that are openly accessible. Printers and photo-copiers must be attended if confidential information is being printed or copied

· It is the responsibility of the information user in possession of confidential information to ensure that proper disposal occurs. When confidential information is no longer required, and the retention period for such documents has expired under the provisions set forth in applicable “Data Retention Standard”, the documents must be securely destroyed.

· All spoken communications, including telephone calls, involving confidential information must be conducted in a way that minimizes the risk of disclosure to unauthorized parties.

Internal Information
When transferring internal information, the restrictions of the information owner must govern the transfer. The information user must enforce these restrictions, e.g. by only forwarding information to authorized recipients.

Public Information
Restrictions related to the handling of public information must be observed. The formal release of public information must be restricted to authorized individuals only. See guideline section for applicable policies.
3.3 Information Labeling Standard 

· All secret information, whether viewed in electronic or printed form, must be labeled at every page or screen with the term “secret” or “secret data”.
· All confidential information, whether viewed in electronic or printed form, must be adequately labeled at the first page or screen with the term “confidential” or “confidential data.”
· Media containing secret, confidential, integrity-critical or availability-critical information must be labeled visibly with the classification of the stored information. If applicable, an appropriate label must also be attached to the outside of the media packaging.

· All confidential or secret information must contain a disclaimer expressing that if the information is received in error, it may not be used and should be returned to the sender immediately. All e-Mail communication should be labeled with a disclaimer that requests a notification of the sender if an e-Mail message is received in error 

	Classification
	Definition
	Impact
	Unauthorized Disclosure
	Labeling Standard

	Secret  information
	Is the most confidential DaimlerChrysler information. Distribution of Secret information must be restricted to a very small group of identified people. 

A very small portion of DaimlerChrysler Information is Secret.
	Unauthorized disclosure would have severe negative impact on DaimlerChrysler, its stockholders, business partners, employees and/or its customers.
	Unauthorized disclosure may even violate laws or regulations.
	Secret or Confidential must be labeled where possible.

	Confidential information
	Is the second highest level of Information Classification. Distribution of Confidential information must be restricted to a small group of people.
	Unauthorized disclosure would have significant negative impact to DaimlerChrysler, its stockholders, business partners, employees and/or its customers.
	Unauthorized disclosure may even violate laws or regulations.
	Secret or Confidential must be labeled where possible.

	Internal information
	Is the most common classification of DaimlerChrysler information. Distribution of Internal information is normally restricted to larger groups of people.
	Unauthorized disclosure could have limited negative impact to DaimlerChrysler, its stockholders, business partners, employees and/or its customers
	
	All information without an information classification must be treated as Internal information.

	Public information
	Is  not confidential and is intended for general use inside and outside of DaimlerChrysler
	It must be released by the information owner followed by an authorized function for public release.
	
	Information must retain its classification until the information owner (or an explicit designee) authorizes a change in the classification.


Notes: All information must be classified by the information owner as one of the following classifications: Internal or Public, as defined below.
When two pieces of information combine to form one piece of information, the new information must at least inherit the most confidential classification of the two former pieces. 
	
	

	
	Examples of secret information typically include: 

− Pricing, marketing and/or financial strategies or results 

− Anticipated, pending or threatened litigation, recalls, investigations, administrative or regulatory proceedings, civil or criminal 

− Merger, acquisition, and information disposition of business divisions or subsidiaries 

− Data of advanced products, components, and concept models 

− Long term future business, product, and facility plans 

− Long term future product programs 



	
	Examples of confidential information typically include: 

− Personal data/information, e.g. all salary statements, performance reviews, privacy law or religious, sexual and medical issues 

− Manufacturing, engineering or process technologies or "know-how" that constitute a competitive advantage 

− Business arrangements with outside firms, both current and future 

− Short term future product programs 



	
	Examples of internal information typically include: 

− Manufacturing, engineering or process technologies or information "state-of-the art" that constitute not a competitive advantage 

− Flow Charts 

− General email notes 

− Training materials 

− Telephone directories 

− Address Books 

Examples of Public information include, but are not limited to:

	
	− Released product and service brochures 

− Information approved for DaimlerChrysler’s Internet websites 

− Advertisements 

− Press releases 


4. Media Disposal Process 
1.0 Purpose 
The purpose of this document is to define DaimlerChrysler media disposal procedure. DaimlerChrysler media is defined in DaimlerChrysler Information classification policy
2.0 Scope 
This process provides guidelines for the disposal of DaimlerChrysler information accessible or produced by information systems. This policy applies to all DaimlerChrysler Thailand employees, and all other companies such as external partners or suppliers who have access to, or are responsible for, DaimlerChrysler information regardless of its form or medium.

3.0 Process

3.1. Identify media types

Three major computer information media types are identified; removable diskette, Flash drive, Harddisk, and CD Rom. Each type of media will need different disposal method.

3.1.1 Media are Diskette, CD or DVD Rom


- Media is Diskette, CD or DVD Rom, and still accessible. Media owners need to permanently delete the information stored by using command Format. The diskettes then can be kept for reuse.


- Media is Diskette, CD or DVD Rom and in-accessible. Media owners need to break the plastic cover and cut the disk into at least 3 pieces apart, and trash

3.1.2 Media is Flash drive or Hard disk

- Media is Flash drive or Hard disk and still accessible. Media owners need to permanently delete the information stored by using command Format. The Flash drive or Hard disk then can be kept for reuse


- Media is Flash drive or Hard disk, and in-accessible. Media owners need to return the Flash drive or Hard disk to the IT MANAGER department for proper disposal steps. IT MANAGER upon receives the in-accessible Flash drive or Hard disk, IT MANAGER should hammer the Hard disk to break the media inside, and trash
3.1.3 Media is Tape


- Media is Tape, and still accessible. System Administrator needs to permanently delete the information stored by using appropriated commands from Tape management program. The tape then can be kept for reuse.


- Media is Tape, and in-accessible. System Administrator needs to pull out and cut the tape at least 30 Centimeters from the cartridge, and trash.

4.0 Flow
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5.0 Form

- Media Disposal Log book
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